
Detection & Security

● Check file properties.
● Is it what it seems to be?
● Run the file in a virtual machine and analyse it.
● Use an online Sandbox service.

> https://www.hybrid-analysis.com/

Analysing Trojans



Detection & Security

● Look closely at the ‘from’ field.
● Verify message source.
● Check the reply email.
● Reply and wait for the result.

Detecting Fake Emails



Detection & Security

● BeEF & other browser exploits rely on javascript.
● All the
● Check the reply email.
● Reply and wait for the result.

BeEF




