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Computer networks - basic concepts
Computer network
	A group of computers (hosts) and network devices (nodes / nodes) connected to each other in a way that allows data exchange. A special type of node is a gateway, which mediates inter-network communication. Each host and node is identified in the network by a unique (within a given network) address.
	Data transmission in a computer network is carried out through the transmission medium (transmission medium). This is a channel for transmitting daneh between individual devices on the network. It can be copper cable, optical fiber, radio waves or infrared rays.
Basic principles of the network
	Efficient communication between network nodes shared and information retrieval, e.g. through Internet information servos or search engines. Remote launching and enabling of applications.
medium criterion
Wired networks (cable network)
	Transmission medium
	Data carrier

	Twisted-pair cable
	Electric signal

	Fiber optics
	Light



Wireless networks
	Transmission medium
	Data carrier

	Radio channel
	Radio waves



Radio waves - electromagnetic radiation in the frequency range from 3Hz to 3THz.
WiFi network standards:
	Standard
	Frequency
	Maximum throughput

	802.11a
	5GHz
	54Mbps

	802.11b
	2.4GHz
	11Mbps

	802.11g
	2.4GHz
	54MB/s

	802.11n
	2.4/5GHz
	150Mbps to 600Mbps

	802.11ac
	5GHz
	Up to several Gbps



Division of the network
PAN (Personal Area Network) - personal network. e.g. Bluetooth range of e.g. 10m
LAN (Local Area Network) - a local area network provides connectivity and data transmission between devices located in a relatively small area.
MAN (Metropolitan Area Network) - connects devices within an urban area
WAN (Wide Area Network) - internet
WLAN (Wireless Area Local Network) - a wireless local area network. e.g. Wi-Fi (Wireless Load Area Network)
WWAN (Wireles LAN) - unlike WLAN, it uses cell phone technologies such as CTE, WiMAX, UMTS, GSM and others to transfer data.
Capacity
Throughput - the amount of data transmitted in a unit of checks.
	In computer networks, a unit of bits per second, written b/s or bps (bits per second), is used to define throughput.
	Calculation of data transfer time with an example
transferring the entire contents of a DVD (4.7GB) over a 15Mbps link

Network Architerature
	Server - a computer with software that offers services to other computers. Servers are usually dedicated computers with high computing power capable of handling multiple connections and requests simultaneously.
	Client - a computer with software that uses the services provided by the servers
Peer network
Each to each (peer to peer)
	It does not contain any "supervisory and organizational" element. All devices (computers working on such a network) have the same rights. All devices on the network have the same status - none of them is subordinate to another, they have a similar degree of control over the session, they have their own processing power and can control their actions. It does not require "Stacking" servers	
	Disadvantages:
(a) low data transfer
(b) low level of control of network operation
(c) low level of network security
Client-server network
	There is a network master element (server) and dependent elements (client). This network is a commonly used network solution in companies, large neighborhood networks, etc.
	The server is the central node of the network that controls other elements and provides them with specific services. Due to the division of tasks, these networks guarantee high security and stability of operation, as well as the ability to control the network rights of clients.
Network topologies
	The topology of a computer network determines the relationship between devices on the network, the connections between them and how data flows.
	We distinguish topologies:
- Physical defining how devices are connected to each other.
- Logical describing how data is transferred between devices.
	Basic network topologies include:
- Bus (Bus),
- ring (Ring),
- stars (Star).
	Basic topologies are the basis for building extended star and mesh topologies in large networks.
Bus topology (buses)





	All devices are connected to a common transmission medium, namely coaxial cable. The use of such a cable as a physical medium was one of the disadvantages of this topology - low throughput (max 10Mbps)
Ring topology




	Each device is connected to 2 neighbors to form a closed circle. In construction, a large amount of cabling and additional equipment is not used. Coaxial cable, copper twisted pair or fiber optic cable can be used.
	Disadvantage - Interruption of the medium or failure of one computer disrupts the entire network
Star topology





	Devices are connected to a central point that is the access point to the network. The network switch (Switch) is used most often for this purpose. This is the most common topology in LANs because it is simple to design, build and expand; fault-tolerant and easily managed.
Network access methods
Regardless of the size of the network, media access control is required in the network. There are 4 methods of regulating access to the network:
- competition,
- sending a token (token),
- priority of requests,
- switching.
CSMA/CD (Carrier Sense Multiple Access / Colision Detection).
This method detects whether a link is available and reacts to collisions that occur. If 2 devices have started transmitting at the same time, a collision occurs, which is detected by the transmitting device. Data transmission is then interrupted, the nodes stop transmitting for a randomly selected time, after which another attempt is made to access the medium.
CSMA/CA (Carrier Sense Multiple Access / Colision Avoidance).
In wireless networks, the CSMA/CA method is used. Transmission in a network with collision avoidance can be implemented by making transmission requests. The station that wants to send data checks whether another station is already transmitting on the network.
Token Passing.
A method specific to the ring topology. A token (token), is a special frame that is sent to subsequent devices that are part of the ring. To send data to the network, a device must be in possession of a token.
FDDI (Fiber Distributed Data Interface).
FDDI network, is a digital network with a double counter-rotating ring topology based on a fiber-optic carrier.
Priority of requests
A method of cyclically prying for access rights in which the central controller regularly checks the status of ports connected to it. This check is performed in the order of ports and is designed to determine which ports are making a transmission request. Upon receiving a request, the hub determines its priority as normal or high.
Switching (Switching)
A method increasingly used to increase LAN efficiency and performance. A switch (Switch) is a multi-port device that stores device addresses in a device table (ARP). It then creates switching paths between the sender and receiver along which data is transmitted. Switching limits the collision domain to two devices - the switching port and the device - and allows to increase network performance.

Network expansion devices
Computer networks were built to exchange data between computers. This exchange is ensured by the use of appropriate hardware and software. The basic devices used to build networks are: modems, network cards, amplifiers, hubs, bridges, switches, access points
Division of network elements
	Active
	Passive

	Hub
	Hub

	Repeater
	Transmission Media (Cables)

	Network card
	Patch panel

	Bridge (Bridge)
	Distribution cabinet (Rack)

	Switch (Switch)
	Cable organizer

	Router
	Cable tray

	Access point (Access point)
	Subscriber socket (Socket)

	Modem
	



Network active device - either produce or modify the signal transmitted over the network
Passive network device - network elements that carry the signal, but do not modify it.






ISO/OSI models
Why do we need models?
- Define the rules and principles of communication
- Enable interoperability of devices and software from different manufacturers
- Allow you to understand the communication process
- Facilitate the management of the communication process


















TCP/IP model
We distinguish between the layers:
- Applications - Allows its users to use the network
- Transport - Responsible for the efficient handling of communications
- Internet - Determines the route of data transmission
- Network access - copies data and transmits it to the medium
ISO/OSI model
We distinguish between the layers:
- Applications - Allows its users to use the network.
- Presentation - Informs about the format of the data and encodes it,
- Sessions - manages user sessions,
- Transportation - is responsible for the smooth operation of communications,
- Networks - Determines the route of data transmission,
- Data links - controls access to the transmission medium,
- Physical - encodes data into bits and transmits them to the medium.
Communication process
Transport layer - application port number,
Internet layer - IP address,
Network access layer - MAC address,
Encapsulation
The process of sending all information / data to the server
Decapsulation
The reverse process of decapsulation
Communication process
Layers:
- Application-Data,
- Transport - a segment or datagram,
- Internet - package
- Network access - frame
MAC address
Unique network card number
Addressing
It is a 48-bit number divided into two equally long parts - the manufacturer's ID and the card ID

28-80-23-D6-BE-14





Port numbers
Port numbers are used to identify the type of application, such as:
Web browser - port 80 / 443,
Email - port 110,
Computer game - port 3074
Application layer














HTTP (Hypertext Transfer Protocol)
	Customer Errors 4xx
	5xx server errors

	400 - bad request
	500 - internal server error

	401 - Unauthorized
	501 - not implemented

	403 - forbidden
	502 - Bad Gateway

	404 - not found
	503 - service unavaiable

	405 - Method not allowed
	504 - Gateway timeout

	406 - not acceptable
	505 - HTTP version not supported

	407 - proxy authentication required
	507 - indufficient storage

	408 - request timeout
	508 - coop detected



Email
Protocols:
SMTP (Simple Mail Protocol) - is used to send e-mail.
POP3 (Post Office Protocol) - used to receive e-mail messages
IMAP (Internet Message Access Protocol) - Used to receive mail, encrypted, used by companies such as google.








































	Minutes
	Port Number

	SMTP
	25

	POP3
	110

	IMAP
	143

	sSMTP
	465 or 587

	sPOP3
	995

	sIMAP
	993


s - encrypted
FTP (File Transfer Protocol)








Application layer
Protocols such as Telnet, SSH, DNS, DHCP
Transport layer
Tasks of the transport layer:
- tracking connections between hosts
- splitting the data into smaller fragments
- application verification
- data flow control
- bug fix
- establishing and maintaining sessions
- communication service
Socket







User Datagram Protocol (UDP).
Connectionless protocol, small amount of control data, UDP unit is a datagram, used by, among others: DNS, DHCP, video streaming, VoIP
TCP (Transmission Control Protocol).
Connection protocol, guarantees reliable data delivery and flow control, large amount of control data, used by, among others: web browsers, e-mail programs, FTP
Network layer - an introduction to routing
Network layer tasks:
- Addressing data,
- Encapsulation,
- Routing,
- Decapsulation.
IP Protocol
- adds a small amount of control data
- It is independent of the carrier,
- is connectionless,
- operates under the principle of Best Effort
IP protocol works regardless of the type of transmission
Source address - IP address of the device sending the data
Destination address - IP address of the data recipient
TTL (Time To Live) - Lifetime - the number of hops before a packet is discarded
Type of service - Priority with which the packet is to be processed by the router
Protocol - transport layer protocol (TCP or UDP)
Flag - fragment offset - IP fragment order



















Ipv4 protocol
- is connectionless,
- uses Ipv4 addresses,
- does not add a large amount of control data
- Is independent of the carrier,
- applies fragmentation,
- does not send confirmations.
Hierarchical adtesing consists of a network address and a host address
Types of data transmission
Single transmission - Unicast - Contrete IP address
Group transmission - Multicast - IP address pool
Broadcast - Broadcast - All IP addresses.
Ipv4 address types
- Self address - loopback, range: 127.0.0.1 - 127.255.255.254
- Local-link, range: 169.254.0.1 - 169.254.255.254
- Educational (Test - Net), range: 192.0.2.0 - 192.0.2.254
Routing - example - introduction




1. the computer sends data to the switch No.1 switch reads the packet, checks whether it can forward the information.
2. switch no.1 sends data to switch no.2, which does the same with the received packet as switch no.1
3. switich no.2 sends data to switch no.3, which sends the packet to the packet recipient
4 The addressee's computer receives the data sent by switch No. 3.
Static routing
Static routes for the router are assigned by the administrator
- They are less unreliable than dynamic ones,
- consume less of the router's computing power,
- Changing routes requires a manual update of the router.
Dynamic routing
The administrator configures routing protocols and does not manually update routes.
- changing network toplogy automatically updates routes
- protocols consume more of the router's processing power,
The exchange of routing information generates excessive network traffic.

Routing protocols
- RIP (Version 1 and 2)
- EIGRP,
- OSPF.
Network layer - PING program
- local link testing,
- Testing connections to hosts on the local network,
- testing connections to remote hosts
To check whether a network gateway is properly configured, issue a PING command to its address.
Connecting to a wide area network is connecting to the Internet. All you have to do is enter the PING command, such as ping google.com
The PING command provides information such as:
- Time to wait for feedback on the arrival of the package from the sending of the package,
- number of packets sent,
- average waiting time,
- maximum and minimum waiting time,
- IP address of the addressee (When pinging a domain)
Network layer - ICMP protocol
- sends information about the overload of routers,
- sends information about link congestion,
- is used to detect routers in the inter-network.
The tracert program (On Linux, traceroute) shows IP addresses, arrival times and the number of routers a packet passes through.
Network layer tasks
- Addressing data,
- Encapsulation,
- Routing,
- Decapsulation.


Data link layer
Connects transmission media to network software, implemented in hardware and software.
LLC (Logical link control) informs about the network layer protocol (e.g. Ipv4, Ipv6) and implements the network card driver
MAC (Media Access Control) - Defines the rules for access to the medium.
Tasks of the data link layer
- Receives data from the network layer
- Creates transmittable frames
- It is implemented on end devices, routers and switches.
Frame:
	Headline
	Data
	Footer

	MAC addresses
	Network / Internet layer packets
	End signal

	Source and destination frame start signal
	
	Checksum



The ARP table contains the conversion of an IP address to an MA address.
Network expansion devices
Computer networks were built to exchange data between computers. This exchange is ensured by the use of appropriate hardware and software. The components of any network can be divided into active and passive devices.
Modem (Modulator, Demodulator)
A device that converts digital data from a computer into analog signals (Modulation) and sends them over a network. When receiving data from the network, the analog signals are converted to digital (demodulation) and transmitted to the computer. It can be used, to connect a LAN to the Internet via a fixed telephone line, or to transfer data between LANs.
	It is used to transmit and receive digital data over telephone lines, as well as over cable TV links or via radio waves. Most often modems of the xDSU family, such as ADSL, are used for such purposes. Currently used to connect to the Internet via a high-speed link or high-bandwidth medium.
Network Interface Card
A device that connects a computer to a local area network. The main task of a network card is to convert data frames into signals that are transmitted over a computer network. An Ethernet network card has a globally unique physical address (MAC Address) assigned to it during manufacturing and stored in ROM. Wireless network cards use radio waves to transmit data.
Amplifier, secondary (Repeater), regenerator
Used in areas where signal amplification or regeneration is required. Necessary to increase the signal of the network. Rarely as a stand-alone device, most often the function of the amplifier is performed by a network device that has its own power supply, such as a hub.
Hub
A device with multiple ports used to connect workstations or other devices. They can be active and passive.
	Passive acts as a junction box distributing the signal received on one port to the rest of the ports. Active further amplifies the signals.
	Used to connect 2 or more hosts in a star topology, it amplifies signals and forwards them to all the links causing excessive network traffic. It does not analyze transmitted data by MAC or IP address, so it creates a single collision domain. It works at the first ISO/OSI layer, and is now being replaced by switches.
Bridge (Bridge)
A device with at least 2 ports used to connect network segments. It remembers the MAC addresses of the devices in the network segments connected to each port. When a computer from one segment sends a message, the bridge analyzes the MAC addresses contained in it and, based on this, decides whether to send the signal to the other segment (the other segments) or block it.  The network then does not transmit unnecessary frames, thus increasing its performance.
Switch (Switch)
It offers the same functions as a hub, and additionally allows, like a bridge, to divide the network into segments. The device has a number of switching ports that allow you to connect computers, inmate switches or hubs. Ports in the switch can operate at the same speeds (symmetrical) or at different speeds (asymmetrical).
	Switches can be equipped with network management and monitoring function, is commonly used to connect 2 or more hosts in a star topology. It filters network traffic by MAC physical addresses. It works at the second layer of ISO/OSI.
	There are also advanced switches called multilayer switches that operate at Layer 2 and Layer 3. It can be spotted with SFP modules that convert an electrical signal into any optical signal.
Access point (Access point)
A device that provides wireless stations with access to network resources via a wireless transmission medium. It acts as a bridge connecting WLAN with WAN. It has 2 network interfaces:
- wireless (IEEE 802.11)
- wired (IEEE 802.3)
The access point can be combined into one device with the router.
Router (Routers)
A device used to connect 2 or more computer networks (e.g. to connect a LAN to the Internet). It is a configurable device, allows you to control the bandwidth of the network and increases its security. It filters network traffic by logical (IP) addresses. It works in the 3rd layer of ISO/OSI. A packet of data transmitted from one network is read by the router and forwarded to the corresponding other network. The decision to forward a packet to another network is made on the basis of the routing table, which contains information about routes to other routers in the network.
	Professional routers use advanced dynamic routing algorithms, small networks use simple algorithms or static routing. Small local networks often use wireless routers (Wireless routers).
Network gateway
It mediates the communication of computers on the local network with computers on other networks. In a TCP/IP network, a default gateway refers to the router to which local network computers are to send packets addressed to another network, such as the Internet. Gateways allow communication between networks with different protocols.
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